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Q&A

Cisco Wireless LAN Controllers

Q. What are Ciscbwireless LAN controllers?

A. Cisco wireless LAN controllers are ideal for entesp and service provider wireless LAN deploymeartd provide system wide wireless LAN
functions, such as creating and enforcing secpuaticies, intrusion prevention, RF management, iuaf service (QoS), and mobility. They work
in conjunction with Cisco lightweight access poiatsl Cisco Wireless Control System (WCS) to protidecontrol, scalability, and reliability that
IT managers need to build secure, large-scale egisahetworks.

Cisco wireless LAN controllers smoothly integrateoi existing enterprise and service provider netaiof hey can communicate with Cisco
lightweight access points over any Layer 2 (EthgroeLayer 3 (IP) infrastructure using the Lightgle Access Point Protocol (LWAPP). With
Cisco wireless LAN controllers, important wireléssN configuration and management functions candepetely automated across all enterprise
and service provider locations—from branch offieesatdoor campuses.

Q. What are the different types of controllers?
A. Cisco Systems currently offers Cisco 2000 Series4#00 Series wireless LAN controllers. AdditiogalCisco offers the Catalyst 6500 Series
Wireless Services Modules (WiSM) and the Cisco W#g LAN Controller Module for Cisco Integrated Bees Routers (ISR).

The Cisco 2000 Series Wireless LAN Controller sufgpop to six lightweight access points, makinigéal for small and medium-sized enterprise
facilities, such as branch offices.

The Cisco 4400 Series is available in two models—4#@2 with two Gigabit Ethernet ports comes in @unfations that support 12, 25 and 50
lightweight access points, and the 4404 with foigaBit Ethernet ports supports up to 100 lightwemgttess points. The 4402 provides one
expansion slot and the 4404 provides two expargims that can be used to add enhanced functignahie 4400 WLAN Controller supports an
optional redundant power supply to ensure maximuailability. This unique combination of capabilgienakes the Cisco WLAN system uniquely
suited for large-scale WLAN deployments.

The Cisco WiSM smoothly integrates into existing«@ Catalyst 6500 Series enterprise networks.niineenicates using the emerging Lightweight
Access Point Protocol (LWAPP) standard to estatdésture connectivity between access points and lemdaross Layer 3 networks. The Cisco
WIiSM scales to deliver secure, enterprise wiredesess to main, branch, and remote campusesidsigned for medium-sized and large enterprise
facilities with clustering capabilities of up to@®lightweight access points per roaming domaiscdles to 300 lightweight access points per
module with support for 10,000+ wireless clientides. For even greater scalability, the Cisco Wi& be deployed in conjunction with other
Cisco wireless LAN controllers.

The Cisco Wireless LAN Controller Module managegaipix Cisco Aironet lightweight access points émdupported on Cisco 2800 and 3800
Series Integrated Services Routers and Cisco 3&f8sSouters. This new controller allows SMBs anterprise branch offices to cost-effectively
and easily deploy and manage secure WLANS.

Q. What are some of the benefits of Cisco wireless LodNtrollers?

A. By managing all access points as a complete wa&lasl system, Cisco wireless LAN controllers pravichaximum scalability, performance,
and wireless LAN control. In addition, all Ciscoraliess LAN controllers can be deployed in an N+ifiguration for cost-effective, system-level

resiliency. Cisco wireless LAN controllers come ipged with embedded software with Radio Resourcadgdament (RRM) algorithms to detect
and adapt to changes in the air space in real timeating a self-configuring, self-optimizing, andfsmrrecting wireless LAN environment.
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These adjustments create the optimal topology fless networking in much the same way that rgugirotocols compute the best possible
topology for IP networks.

Q. What are the security features in the Cisco WigelesN Controller?
A. Cisco wireless LAN controllers provide multiple éag of wireless LAN security for complete entergigotection. This includes support for
industry standards, such as:

¢ 802.11i, Wi-Fi Protected Access 2 (WPA2), WPA, d\ided Equivalent Privacy (WEP)

« 802.1X with multiple Extensible Authentication Ryobl (EAP) types, including Protected EAP (PEAPAPEwith Transport Layer Security
(EAP-TLS), EAP with Tunneled TLS (EAP-TTLS), ands€b LEAP

« VPN termination (IP Security [IPSec])

Cisco wireless LAN controllers also play a prominesie in rogue access point detection and contairiiras well as wireless intrusion prevention.
With Cisco wireless LAN controllers, IT staff careate and enforce consistent security policiessscan entire wireless network.

Q. Is the Cisco Wireless LAN Controller part of thes@ Integrated Wireless Network framework?
A. Yes, Cisco Wireless LAN controllers are an integratt of the Cisco Integrated Wireless Network fearark. For complete details on the
Cisco Integrated Wireless Network framework, pleadsi: http://www.cisco.com/go/securewireless

Q. What is wireless LAN controller clustering?

A. Cisco uses innovative clustering technology betweieeless LAN controllers to help ensure mobilitra@ss an entire wireless network.

With clustering, IT staff can effortlessly creatgiical groups of controllers, which proactively shaetwork and user information for transparent
roaming. By transferring context information fromeocontroller to another (network addresses, Qo&peters, access control lists, and security
policies), users can roam throughout a controllebitity group and receive consistent wireless smsi—regardless of location. No special client
software or modifications to the routing infrasture are required. In addition, controller mobilifsoups are established with the click of a mouse
and can span an entire wireless network, makingsyaide mobility easy and cost-effective.

Q. Is there a scalability limit on how many controfidrcan have in my network?
A. Up to 24 Cisco wireless LAN controllers can be pthin a single controller cluster, creating a Varge wireless LAN system. Multiple
clusters of controllers can be deployed througlaouenterprise for unlimited scalability.

Q. Can the CiscoWorks Wireless LAN Solution Engine (8#) manage Cisco 2000 Series and 4400 Series sgrefN controllers?
A. No. The CiscoWorks WLSE does not currently sup@isto 2000 Series and 4400 Series wireless LANrabets.

Q. What options are available for the stand-alonerctiats?
A. The Cisco 4400 Series supports an optional redummtawer supply, SFPs (mini-GBICs), and an optidfaN termination module.
No options are currently available for the Cisc@@@eries.

Q. What redundancy features are available for the &gl AN Controllers?
A. The Wireless LAN Controllers support a number afuredancy features, including:

¢ N+1 Controller Redundancy—if a WLAN Controller fails, the APs joined to thabntroller automatically failover to an alternatmtroller
« AP Redundancy—if an AP fails, the Controller automatically incees power on the neighboring APs to compensat@i@vile coverage
The 4400 adds the following redundancy features:

« Interface Failover—if a physical port fails, the logical interfacesasiated with the failed port automatically movetmwther port
« Redundant Power Supplies—an optional redundant power supply to ensure maxiravailability
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Q. If I purchase a Wireless LAN Controller with a @nt AP capacity (e.g. 4402 with support for 12 ARs}here an upgrade path to add
additional capacity (e.g., 4402 with support forA#Bs)?

A. No. The AP capacity is programmed into the unithatfactory and there is no mechanism to upgraidevglue in the field. Keep in mind

that controllers can be clustered together to adiitianal capacity. As a wireless network growsma@nagers simply add controllers to the cluster
to add capacity.

Q. Why would | want to use VPN to secure my wireldints?
A. While WPA and WPAZ2 provide a high level of securitypplicants that support WPA/WPA2 may not belats for all clients. In this
situation, an alternative way to secure the clgamnection is to use VPN technology.

Q. Why choose integrated VPN termination on the WLAdtcoller versus using an external VPN server?

Some network designs may require client VPN trafiiterminate at the edge of the network versukhmding all of the traffic back to a central
VPN server. For example, a branch office may nettan external VPN termination server on site. Bathan backhaul client VPN traffic across
the WAN to a central VPN server, the client VPNficacan be terminated locally on the WLAN contsgll
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